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Re-introduction to Python

Python is a popular programming language released in A program is a document that is held in a file (just like a word SCRIPT COLOURS
1991. It is used for: processor or spread sheet file).We will assume that a Python Functions
* web development (server-side) program is a single file, with extension ‘.py’. Keywords
* software development Strings
e mathematics As you complete each exercise, create a new file for each stage. That | Comments — must be preceded with a # and do not
* system scripting way you can look back at the programs you have written.You can affect the running of your program
create a new program as follows: Everything else is in black!

USING THE SHELL :

. , . |. Python 6. String
The ‘Python Shell’ works like a calculator: type an ®  Menu: File/New window .

. i i ) 2. Programming 7. Operators

expression at the prompt >>>You get the answer as soon | e Edit text in the new window 3.1dl 8. Shell
as you hit return. It is enough to type an expression; the e  Menu: Run/Run Module or Run/Check module.You will be e +one
value is echoed.The Shell is good for trying out small bits prompted to save the file. Give it extension .py 4. Loop 9-While
of program. 5.Variable 10. Assignment
XVPRITING SCR.IPTS ; " - Print() For loop:

rogram or scriptIs a document. The text of the The print() function is very flexible The for loop is most useful for looping through items in a

program is in a file, with a name.To see what the program
does, you must tell IDLE to ‘run’ The program.A Program
must have a ‘print’ in it; otherwise nothing happens. Large Input ()

container data-type

) . If, elif, else:
programs are always written in files The input() function is not quite as flexible. It can only accepta  These control statements are used with logical operators to

single string provide control in programs
Operator Meaning Evaluates to

equal to 7==7 True Strings:
Can be added to and multiplied

1= not equal to 6!=7 True
> Greater than 7>6 T
< Less than 5<8 True While loop:
While loops continue looping through a block of code while a
>= Greater than or equal to 6>=8 Bl test is true

<= Less than or equal to 7<=7 True
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Print a message

print('Hello, world!"'")

Print multiple values (of different types)

ndays = 365

print('There are', ndays, 'in a

Addition and subtraction

Single quoted

[ 'perfect! ]
365 + 1 - 2 Double quoted
Multiplication and division | | ['credit" )
25*9/5 + 32 Multi-line
''""Hello,
World!''!'
year') Powers (2 to the power of 8)

Asking the user for a string

Sum the numbersQto 9 up to, but not including, 10

total = 0

for i 1in range(10):
total = total + i

print(total)

Count from 1to 10
[range(l, 11) ]
Count from 10 down to 1
[range(l@, 0, -1) ]
Count 2 at atime to 10
[range(o, 11, 2) ]
,) Count down 2 at a time
[range(l@, 0, -2) ]

epeat a block over list (or string) indices

~

epeat a block over a string

for ¢ in 'Hello':
print(c)

Keep printing on one line

for ¢ in 'Hello':
print(c, end='
print('!")

P

msg = 'T grok Python!'
for i in range(len(msg)):
print(i, msg[i])

print('howdy')

Less than another string?

if msg < 'n':
print('a-m')

else:
print('n-z')

I\ strings are compared character
at a time (lexicographic order)

Is a character in a string?
'e' in msg

Is a string in another string?
'ell' in msg

2**8

Convert integer to string

Add (concatenate) strings

['Hel'Lo' + "World'

)

Multiply string by integer

also lower and title

Count a character in astring
msg.count('l")

Replace a character or string
msg.replace('l','X")

Delete a character or string
msg.replace('l','")

Is the string all lowercase?
msg.islower ()

also isupper andistitle

name = input('What 1is your name? ') o [ Echo... "4 ]
- F( ) Length of a string

Asking the user for a whole number (an integer) [ten(Helto) ]

num = int(input('Enter a number: ')) f?ffi??mm%a]

int(' '
Repeat a block 10 times CountfromOto 9 Compare two strings Convert to uppercase
for i in range(10): range(10) -
print(d) [ ] msg = 'hello' msg.upper ()
A range starts from 0 and goes if msg == 'hello':

Decide to run a block (or not)

X =3
if x 3:
print('x is 3'")

Decide between two blocks

mark = 80

if mark >= 50:
print('pass')

else:
print('fail')

Decide between many blocks

mark = 80

if mark >= 65:
print('credit')

elif mark >= 50:
print('pass')

else:
print('fail')

»elif can be used without else
» el f can be used many times

Are two values equal?
X ==
A\ two equals signs, not one
Are two values not equal?
X =3
Less than another?
X < 3

Greater than another?
X > 3

Less than or equal to?
X <= 3

Greater than or equal to?
X >= 3

The answer is a Boolean:

True or False

Ask the user for a temperature in degrees Celsius

celsius =

int(input('Temp. in Celsius:

"))

Calculate the conversion

fahrenheit =

celsius*9/5 + 32

Output the result

print(fahrenheit,

'"Fahrenheit')
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FLOWCHART PSEUDOCODE COMPUTATIONAL THINKING
START
IF the Decision = TRUE THEN: . * Ignoring unnecessary information and
Perform Action | Abstraction focussing on important details
ELSE
Perform Action 2 o * Breaking down a problem into smaller
ENDIE Decomposition subproblems that are easier to solver
END.
Action 1 Action 2 Algorithmic Thinking * Creating a step-by-step solution to a
| Universal language, planning phase before 2
actual coding in for e.g. python.
SORTING ALGORITHMS
Work out where you need inputs, Sorting algorithms sort items into an ordered list.
outputs, decisions, loops and variables. Bubble Sort: Checks the first two items in a list, swaps them if they are in the
wrong order and then moves onto the next two and repeats the process. Once it
has passed through the list once it goes through again until none of the items need
P g 8 &h ag
SEARCHING ALGORITHMS swapping. .
To find an item in a list, computers need to use a search algorithm.A linear search and binary - Takes a long time

search are both examples of sorting algorithms.
Merge Sort: Finds the middle item (n+1)/2 and splits the list half. Repeats this step

Linear Search: Checks each item in the list one by one until it finds what it is looking for until the list is split into individual (sub-lists). It them merges (joins) the sub lists in
+ Simple, list does not need to be ordered - Not efficient, takes time with lots of data pairs. Each time the sub lists are paired they are sorted into correct order.

- Slow
Binary Search: Find the middle item in an ordered list by doing (n+1)/2. If the middle item
is what it is searching for it stops. It not, it compares the item you are searching for to the Insertion Sort: Looks at the second item in a list and compares it to the items
middle so that it knows whether to look in the first half or second half of the list. that are in front of it, then inserts it into the right place. It then moves to the next
+ More efficient than a linear search - Only works on an ordered list, complex to program item in the list and repeats these steps.

- slow with long lists
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Computers are made up of circuits containing millions of switches. As ' An AND gate has two An OR gate has two possible | A NOT gate has a single
electrical switches have two possible values (ON or OFF), these values | possible inputs - ‘A’ and ‘B’, | inputs - ‘A’ and ‘B’, with one | input - ‘A’, with one output
can be represented using binary values | or 0. Each circuit contains with one output - ‘Q’. output - ‘Q’. -‘Q’.

logic gates and BOOLEAN LOGIC is used to evaluate the results of

different combinations of |’s and 0’s. AND gate OR gate NOT gate
There are a number of different logic gates which produce different A —l A
results when they receive inputs (I’s and 0’s.) Q Q A Q
The possible values for each gate can be represented usinga TRUTH B = B

0 I

TABLE.
This can also be represented as a Boolean expression:
A B A B
(A AND B) OR (NOT C) = =
Losi 5 bined 0 0 0 0 0 0
ogic gates can be combined to create
complete circuits. These can also be Q 0 ! 0 0 ! 0 ! 0
represented using truth tables. The 0 0 0 0 | 0 0 | 0 0
circuit below is made up of three gates: 0 0 | | | | | | | |
0 I 0 0
A 0 I I I
B Q | 0| 0] |
C o1 ]o0
I I 0 I
I I I I
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DATA REPRESENTATION
In a computer, all data is stored in binary form. A binary digit
has two possible states, | and 0.

A binary digit is known as a bit. A bit is the smallest unit of data
a computer can use. The binary unit system is used to describe
bigger numbers too.

FILE SIZES

8 bits —) | byte (B)

1,000 bytes — | kilobyte (KB)
1,000 kilobytes — | megabyte (MB)
1,000 megabytes — | gigabyte (GB)
1,000 gigabytes — | terabyte (TB)
1,000 terabytes —) | petabyte (PB)

CHARACTER SETS

Every word is made up of symbols or characters. When you
press a key on a keyboard, a number is generated that
represents the symbol for that key. This is called a character
code. A complete collection of characters is a character set.
ASCII = Each character is represented by a 7-bit number with
a 0 in front to make it up to a byte.

Extended ASCII = Each character is represented by an 8-bit
binary number. This gives 256 different possibilities.

Unicode = Each letter is represented by a |6-bit or 32-bit
binary number.This gives at least twice as many character
options as ASCII and allows the character set to represent
characters and symbols from all languages, including emojis

DENARY/DECIMAL
The number system most commonly used by people. It contains 10 unique digits 0-9. Can be known as either
Decimal, Denary or Base 10.

HEXADECIMAL BINARY

Hexadecimal (or hex) is a base |6 system Computers use binary - the digits 0 and | - to store data. A
used to simplify how binary is represented. A binary digit, or bit, is the smallest unit of data in computing. It
hex digit can be any of the following 16 digits: | is represented by a 0 or a |. Binary numbers are made up of
0123456789ABCDEF. binary digits (bits), e.g. the binary number 1001.
COMPRESSION

Compression is used to make file sizes smaller. Smaller file sizes means that data will be faster to send, quicker
to download (so webpages will load faster) and it will take up less storage space.

Lossy Compression: permanently removes some of the data from a file to make the file size smaller.The file —
e.g.an image or soundtrack — will be a lower quality than the original.

Lossless Compression: data is temporarily removed from the file and then put back together when it is
opened.This is good for program files or documents where you do not want to lose any content but the files
can only be made a little bit smaller.

SOUND IMAGES

When sound is recorded it is an analogue signal Images are made up of pixels.The colour of each pixel is
(waves). It has to be converted to a digital signal represented by a binary number. If an image uses | bit to
so that it can be stored by a computer. This is represent each colour then it will only have 2 colours
done by sampling Colour depth = the number of bits used for each pixel
Sampling: The amplitude of the wave is measured = Resolution = how many pixels are in a certain space —
at regular intervals which creates a digital this is measured in “dots per inch”. If there are more dots
representation of the wave. If samples are taken per inch then there are more pixels in the image so it will
more frequently then you will end up with a more | have a higher resolution and a better picture quality. The
accurate sound file but it will be a larger file size. higher the resolution or the colour depth, the more bits

used, so the bigger the file size.
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DEFENSIVE DESIGN

Programmers try to protect their programs by testing them to reduce the
number of errors, predicting how users might misuse their program and trying to
prevent it and making sure their code is well maintained.

Input Sanitisation — removes any unwanted characters that have been entered
into a program

InputValidation — Checks if the data meets certain criteria before passing it
through the program.The following validation checks can be used:

- Presence check Checks that data has been entered

- Length check Checks the data is the correct length

- Range check Checks the data is within a set range

- Format check Checks it’s in the correct format (E.g. dd/mml/yy)

- Check digit Checks numerical data is entered correctly

- Look-up table Checks against a table of accepted values

Authentication —Where a program confirms the identity of a user before giving
them access to the full program.This could be done through usernames and
passwords.

Maintainability — Code that has been well maintained is easy to edit without
causing errors.A well-maintained code will have comments to help other
programmers understand the code, as well as appropriate names for variables and
sub programs, and indentation so that it is easy for programmers to see the flow
of the program. Global variables should only be used where necessary so that
they don’t impact on the rest of your code.

TESTING
A program should be tested to check for any errors.

Final Testing — The program goes is tested once at the end of development.
Everything is tested in one go.

Iterative testing - a program is tested and then changes are made as it goes
through the development cycle again. It may go through this process a few times
to make sure it is exactly what the customer wants.

Test data can fit into 3 different categories:

- Normal Data which is likely to be entered into the program and should be
accepted

- Extreme/ boundary Data on the limit of what should be accepted

- Erroneous Data that should not be accepted

TYPES OF ERROR
A program should be tested to check for any errors.

Syntax Error — something which doesn’t fit the rules or grammar of the
programming language.
Logic Error — the program runs but not as expected. Eg: < user instead of >.
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SIERE IRl Translators and Facilitators of Language

HIGH-LEVEL LANGUAGES
Eg: Python, Java etc

Each instruction in a high-level code represents many machine code
instructions.

The code will work on many different computers and processors

Data can be stored in different structures like lists and arrays

The code is easy to read and understand

The code has to be converted into machine code for the computer to
understand it

Programs will be less memory efficient as there is no control over what
the CPU does

TRANSLATORS
High-level languages have to be translated to machine code or the computer
to understand them.

Assemblers — turn assembly language into machine code

Compilers —Translate all of the code in on go to create an executable file. A
compiler can take a long time but the final code runs quickly and gives a list
of errors for the entire program.

Interpreters —Translates the code one instructions at a time. This means
the program will run more slowly. No executable file is created so the code
will need to be translated every time it runs.The interpreter will stop after
each error which is helpful when debugging

LOW-LEVEL LANGUAGES
Eg: Machine code (binary) and assembly language

Each instruction only represents one instruction of machine code

Low level languages are written for one particular machine or processor
To store data the programmer needs to understand how the CPU manages
memory

Low level code is difficult to read and understand

Machine code can be executed without translators

Programs are more memory efficient as you control what the CPU does

INTERGRATED LEARNING ENVRIONMENTS (IDEs)
IDFE’s help programmers develop their code.They have a range of features to do this:

Editors — the area which the code is written in. Includes line numbers and colour
coding for different features of the code (variables, comments etc)

Run Time Environment — Lets the programmer run the code
quickly to test it for errors

Error Diagnostics — includes diagnostic tools to help
find and solve errors

Translator — to translate the code into machine code

Breakpoints — Stop the program on certain lines so that
information up to that point can be gathered.
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SUB PROGRAMS

Procedures are a set of instructions stored
under a name so that you can call the procedure
to run the whole set of instructions.

A function is like a procedure but always
returns a value. Parameters are variables used to
pass values into a function or procedure.

A procedure with parameters
procedure intro (name)
print(“Hello *“ +name)
print(“Welcome to the game”)
endprocedure

A procedure without parameters
procedure intro ()

print(“Hello”)

print(“Welcome to the game”)
endprocedure

STRUCTURED QUERY LANGUAGE (SQL)
SQL is the language used to search and manage databases

Commands Example What it does
SELECT SELECT name, age Displays the name and age
FROM FROM students of everyone in the
students table
WHERE SELECT name FROM Displays the name of
students everyone in the students
WHERE gender =“Male” | table whose gender is male
LIKE SELECT name FROM Displays the students
students WHERE name names that end with Smith
LIKE “& Smith”
AND SELECT name FROM Displays the students who
students WHERE gender = | are male and have an
“Male” AND attendance > | attendance of more than
90 90
* SELECT * FROM students | Selects all of the fields
from the students table




HARTFORD  Year |0 Computer Science Half Term 6

| CHURCH OF ENGLAND

HIGH SCHOOL Programmlng

Programming Constructs .
. . Keyword Definition
Sequence Selection Iteration — -
Sequence is the first programming Selection is a programming Iteration in programming Data type The type of data that is being used by a program (Integer, string,
construct. In programming, construct where a section of means repeating steps, ' float) o ' '
statements are executed one after code is run only if a condition is or instructions , over Variable A stored value that is given an identifier.
another. Sequence is the order in met. In programming, there are and over again. This is ' ) . .
which the statements are occasions when a decision needs  often called a 'loop'. Constant A value that does not change and is stored and given an identifier.
executed. The sequence of a to be made. Selection is the Algorithms consist of . o _
program is extremely important as process of making a decision. instructions that are Concatenation | The process of joining two or more strings together.
carrying out instructions in the The result of the decision carried out (performed) _ . ) )
wrong order leads to a program determines which path the one after another. Parameter A value given to a function or procedure and is used in the code.
performing incorrectly. program will take next. .
Function A block of code that can be called and reused when needed.
Selection switch entry: if average >= 80 then Casting The process of changing the data type of a piece of data.
case "I " print("Distinction") ) ) )
print ("You selected |") else if average >= 60 then Debug The process of finding mistakes and errors in code.
case "2": print ("Merit") .
print ("You selected 2") else Arrays (Lists)
default: pl‘int (uFailu) names = [“Sam”,“Ron”,“Tom”,“Bob”,“MO”]
print ("This is not a valid endif ) o )
choice") print(names[0]) #this will return “Sam
end switch #Remember that arrays start indexing at 0
Iteration ) ) .
There are three types of iteration statement in most, but not all, scores[0..2][0..4]

imperative programming languages. . )
#You can store a 2d array that is an array that stores other, sub-arrays. Like

e for ... next the example below.

« while ... endwhile scores[[3,4,3,4,3],[2,4,3,5,6],[3,4,5,6,7]]

" dound] print(scores[0][0]) #this will return 3
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KEY CONCEPTS THE CENTRAL PROCESSING UNIT (CPU)
Computer systems take data (input), process it and then Control Unit (CU): executes instructions and controls the
output it. flow of data in the CPU.
- Embedded systems are computers built in to other devices like washing Arithmetic Logic Unit (ALU): does all of the calculations
machines. They are dedicated to a single task so they are efficient. and logic operations.
- Clock speed: the number of instructions a processor can carry out Program counter: holds the memory address for the
per/second. Higher clock speed = faster CPU. instruction of each cycle.
-  Number of Cores:The more cores a CPU has the more instructions it can = Accumulator: holds the result of any calculations in the
carry out at once (multitasking). More cores = faster processing. ALU.
- Cache size:A larger cache gives the CPU faster access to more data Cache: very fast memory that stores regularly used data so
that the CPU can access it quickly.
FETCH-DECODE-EXECUTE CYCLE MAR (Memory Address Register): holds the address about to
CPU fetches instruction from the RAM (Copies memory address to MAR, be used by the CPU.
copies Instruction to MDR & adds | to PC. Control unit MDR (Memory Data Register): holds the actual data or
CU decodes the instruction from the MDR instruction being processed by the CPU.

Instruction is executed by the CU
The next instructions is fetched and the cycle repeats.

Central Processing Unit

‘ Control Unit \

\
Arithmetic Logic Unit J > Output

Registers
[ mar | [mDR | [ Pc |[ Acc |

registors - [y [ au | — i

‘ Data Memory Program ‘

| RAM | )

-
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Memory and Storage

RANDOM ACCESS MEMORY (RAM) STORAGE CAPACITY

-  RAM is the computer’s main memory that holds the data, programs and files while Some storage methods such as a HDD or SSD have a
they are being used. large capacity (they can store lots of data). Other

- RAMis volatile (power off = the data is lost) devices such as CDs and SD cards have smaller

- The CPU will fetch instructions from the RAM in the fetch — decode — execute cycle. | capacity.
- When the RAM is full the computer uses VIRTUAL MEMORY. It uses the secondary
storage as temporary RAM so that the computer can continue running (but slowly). | Measurements of capacity are shown below:

READ ONLY MEMORY (ROM)
The ROM is on a chip build into the motherboard. It contains the BIOS (boot up
sequence for the computer). ROM is non-volatile (data still stored after power is off)

TYPES OF STORAGE
Secondary Storage: where all data including the programs are stored when they are
not being used.

Storage Key Information

Hard Disk Drive (HDD) Magnetic, has moving parts, large capacity, lower cost than SSD.

Solid State Drive (SSD) Flash memory, no moving parts, more robust than HDD, faster and more expensive than HDD.
Flash memory e.g. USB memory sticks, memory cards.

Optical Storage e.g. CDs, DVDs. Cheap, portable and fairly robust.

Magnetic tape Used for archive storage (backups). Very large capacity, low cost, slow.

Storage device comparison factors: speed, cost, durability, robustness, capacity and
portability.
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NETWORKTOPOLOGIES

A topology is the layout of a network.

Bus: Slow network due to data collisions on the single backbone cable.

Star: If the central switch fails, the whole network fails. If one device fails, the network is fine.
Ring: Data moves in one direction which prevents collisions. Only one device can send data at
once.

Mesh: Each device is connected to every other device so they can send data the fastest route.
There is no single point where network can fail. Require lots of wire.

PROTOCOLS

Protocols are the rules for how devices communicate and transmit data across a network. Every
device has a MAC address so that it can be identified on a network. Eg: 98-1C-B3-09-85-15

IP addresses are used when sending data between networks.They can be static (permanent) or
dynamic (different each time the device connects).

TCP/IP: Used to send data between networks in packets.

Transmission Control Protocol (TCP): Splits the data into packets and re-assembles. Checks
data is sent correctly.

Internet Protocol (IP): does the packet switching

Hyper Text Transfer Protocol (HTTP): for accessing websites

HTTPS: The secure version of HTTP

File Transfer Protocol (FTP): Moves files between devices

Post Office Protocol (POP3): Retrieves emails from server. Once you download the email the
server copy is deleted.

Internet Message Access Protocol (IMAP): Retrieves email from server. Email is kept on
server, you see a copy.

Simple Mail Transfer Protocol (SMTP): sends emails

PACKET SWITCHING

Data is split into packets and numbered in order.

Each packet is send the fastest route across the internet by the
routers. This means packets can take different routes and arrive
out of order.

The packet numbers are used to put them in order.

If packets are missing a timeout message is sent.

Once all have arrived a receipt confirmation is sent to the device
that sent them.

LAYERS
Network protocols are divided into layers so that protocols with
similar functions are grouped together.

¢ Turn data into applications or
websites

Application « HTTP, FTP, SMTP

Layer 4:

e Control the flow of data

Layer 3:Transport TR

¢ Direct data packets between

Layer 2: Network networks
. IP

. . * Sending data over a physical
Layer |:Data Link etwork

Layers e Ethernet
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Wireless and Wired Networks

KEY TERMS

A network is where devices have been connected together so that they can
share data and resources. Networks can be wired (Ethernet) or wireless (Wi-
Fi).

Local Area Network (LAN) Cover a small geographical area such as an
office. Use their own infrastructure.

Wide Area Network (WAN) WANs connect LANs together over a large
geographical area and make use of infrastructure from telecommunications
companies.

Bandwidth The amount of data that can pass between network devices per
second

Server A device that provides services for other devices (e.g. file server or
print server)

Client A computer or workstation that receives information from a central
server

Peer to peer Network All of the computers in the network are equal. They
connect directly to each other.

Standalone computers A computer not connected to a network

VIRTUAL NETWORKS
A virtual network is part of a LAN or WAN where only certain devices can
“see” and communicate with each other usually connected remotely.

NETWORK HARDWARE

Network Interface Controller (NIC): built in hardware
that allows a device to connect to a network.

Switches: connect devices on a LAN

Router:Transmits the data (packets) between the networks
(eg: the internet and your LAN)

Wireless Access Point (WAP): a switch that allows devices
to connect wirelessly.

Cables: the cables in a network can be twisted pair cables,
coaxial cables or fibre optic cables.

NETWORK PERFORMANCE

These factors can impact on network performance:
Bandwidth: The more bandwidth, the more data that can be
transferred at a time.

Number of Users: Having a lot of people using a network
means lots of data is being transmitted which can slow it
down.

Transmission Media:Wired connections are faster than
wireless. Fibre optic cables are faster than copper cables.
Wireless Factors: wireless can be affected by walls, distance,
signal quality and interference from other devices.
Topology: The layout of a network can impact on its
performance.
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Operating Systems OPERATING SYSTEMS act as an interface between the user and the computer ) )

The purpose and functionality of hardware. flles anf:! programs are store.d in

operating systems: blocks” on a h.ar'd drive. Drives become

O  User interface Operating systems have two types of interface; COMMAND LINE INTERFACE fragmented as files and programs are

O Memory management and (which uses text-based commands) GRAPHICAL USER INTERFACE (which removed and added over time.
multitasking uses icons and pointers)

O  Peripheral management and drivers DEFRAGMENTATION groups

O User management files/programs and free space together —

O  File management this decreases the time that the disk has

to spend load/saving.

In order for a computer to make use of additional

Volume in drive C is MS-DOS-6 hardware (such as mice, keyboards and printers)
Volume Serial Number is 1E49-15E2

dir /s Windows PERIPHERAL MANGEMENT is
C:\>_ needed. The OS will manage

these devices, which require small programs called
COMMAND . .
LINE GUI DRIVERS in order to function. ] UTILITY SOFTWARE is software used to keep a computer running with
INTERFACE =1\ optimum efficiency. Many OS contain built-in utility programs and these can
Iso be purchased as third- party software.
Ease of Use ﬂ a P party
Q o =
Flexibility
° 8 FILE MANAGEMENT allows users to search DATA COMPRESSION utilities can be used to reduce the size of a file.
Heavy use of for, create, delete and organise files and folders. It = This is useful when sending files electronically. Files compressed with this type
system : ' ; - f soft d to have their contents extracted (using th tility)
resources ° ° also allows access rights to files and folders to be ot software neec to have their contents extracted {using the same utility
changed (i.e. to read only) before they can be used again.

= AN
USER MANAGEMENT E E‘

means that multiple user accounts can be added to one machine. Users (ZIP )
will have different access rights.

ENCRYPTION SOFTWARE Uses ALGORITHMS to turn
One of the most important roles of the OS is MEMORY MANAGEMENT and MULTITASKING. Multitasking allows PLAINTEXT files into CIPHERTEXT. This means that the contents of an
multiple files and programs to be resident in memory at one time. This allows users to switch rapidly between different encrypted file cannot be read without the use of the KEY that was used to

programs. encrypt it.
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HIGH SCHOOL Ethical, Legal and Environmental Issues

Impacts of digital technology HEALTCARE
on wider society including:

DRIVERLESS CARS THE RATINGS
Can auto-navigate and do | CULTURE é;l

&I0

U Ethical issues 0 Use of Al to diagnose not get tired on long v
U Legal issues illness € journeys I
Q Cultural issues Poorer nations cannot Will computers cause o Easy to find,
QO Environmental issues afford technology accidents? o give and share
U Privacy issues opinions
Social Media Legislation relevant to Computer News

Science: Lots of up-to-date news @@ People can
@ Great for Keeping in touch QThe Data Protection Act 2018 sources @ become

U Computer Misuse Act 1990 Which are real, which are obsessed with
e Can be used for EICopyI:'ight Designs and Patents Act = “fake news”? 0 how they are

bullying/trolling y 1988 S perceived
U Software licences (i.e. open source D O=

and proprietary)
COMPUTER MISUSE ACT 1990

THE COPYRIGHT DESIGNS AND
PATENTS ACT 1988

An act of law designed to provide protection for
creators of books, software music and video,
against illegal copying, piracy and distribution.

© COPYRIGHT - material cannot be
used/distributed without permission

@ CREATIVE COMMONS - material can be
used without permission (though credit may need
to be given)

There are three main principles of the Computer Misuse Act. It is an offence to:

access computer material without permission, e.g. looking at someone else's
files

access computer material without permission and with intent to commit
criminal offences, e.g. hacking into your bank's computer and increasing the
money in your own account

alter computer data without permission, e.g. writing a virus to destroy someone
else's data

PRIVACY ISSUES

U Do you own your own
data?’

U Should governments and
law enforcement have
complete access?

L 'What are COOKIES?
Should you allow websites
to access them!? =

=%
THE 8 PRINCIPLES OF
THE DATA
PROTECTION ACT
2018

v' Lawful and fair
processing

Purpose limitation
Data minimisation
Accuracy

Storage limitation
Rights of the data
subject

Security

International transfers

ANANE NENEN

AR
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CHURCH OF ENGLAND
HIGH SCHOOL

Revision

S:::\dl:and Definition

Add Join something to something else so as to increase the size, number, or amount

Analyse Break d'own in order to bring out the essential elements or structure. Identify parts and relationships, and interpret information to reach
conclusions

Annotate Add brief notes to a diagram or graph

Calculate Obtain a numerical answer showing the relevant stages in the working

Compare Give an account of the similarities and differences between two (or more) items or situations, referring to both (all) of them throughout

Complete Provide all the necessary or appropriate parts

Convert Change the form, character, or function of something

Define Give the precise meaning of a word, phrase, concept or physical quantity

Describe Give a detailed account or picture of a situation, event, pattern or process

Design Produce a plan, simulation or model

Discuss Offer a considered and balanced review including a range of arguments, factors or hypotheses. Opinions/conclusions presented clearly and
supported by evidence

Draw Produce (a picture or diagram) by making lines and marks on paper with a pencil, pen, etc.

Evaluate Assess the implications and limitations. Make judgements about ideas, works, solutions or methods in relation to selected criteria

Explain Give a detailed account including reasons or causes

Give Present information which determines the importance of an event or issue, or to show causation

How In what way or manner; by what means

Identify Provide an answer from a number of possibilities. Recognise and state briefly a distinguishing factor or feature

Justify Give valid reasons or evidence to support an answer or conclusion

Label Add title, labels or brief explanation(s) to a diagram or graph

List Give a sequence of brief answers with no explanation

Order Put the responses into a logical sequence

Outline Give a brief account or summary

Refine Make more efficient, improve, modify or edit

Show Give steps in a derivation or calculation

Solve Obtain the answer(s) using algebraic and/or numerical and/or graphical methods

State Give a specific name, value or other brief answer without explanation or calculation

Tick Mark (an item) with a tick or select (a box) on a form, questionnaire, etc. to indicate that something has been chosen

What Asking for information specifying something

Write/Rewrite  |Mark (letters, words, or other symbols) on a surface, typically paper, with a pen, pencil, etc./write (something) again to alter or improve it

Component |

The topics which will be
covered on Paper | are
as follows:

l.
2.
3.

b

Systems architecture
Memory and storage
Computer
networks,
connections and
protocols

Network security
Systems  software
Ethical, legal, cultural
and environmental
impacts of digital
technology

Component 2
The topics which will be
covered on Paper 2 are

as follows:

I.  Algorithms

2. Programming
fundamentals

3.  Producing robust
programs

4. Boolean logic

5. Programming

languages and
Integrated

Development
Environments

Revision Materials:

Theory

Smart Revise
(https://smartrevise.online/)
(Year Il Only)

Craig n Dave
(https://craigndave.org/ocr-gcse-
j277-videos/)

Isaac Computer Science
(https://isaaccomputerscience.or
g/topics/gcse?examBoard=ocr&st
age=gcsetfocr)

Seneca
(https://senecalearning.com/en-
GB))

Learn Computing
(https://learncomputing.org/revisi

on/gcse)

Programming Resources
https://gocodeit.online/
https://time2code.today/python-
course
https://missionencodeable.com/g
et-started
https://bytes.csuk.io/csuk-menu/
https://www.pythonsponge.com/
https://blog.withcode.uk/

When using revision sites, please
ensure you are looking at
content for OCR GCSE
Computer Science as they will
offer content for different exam
boards and different key stages
and both differ from OCR GCSE
Cs.


https://smartrevise.online/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://craigndave.org/ocr-gcse-j277-videos/
https://isaaccomputerscience.org/topics/gcse?examBoard=ocr&stage=gcse#ocr
https://isaaccomputerscience.org/topics/gcse?examBoard=ocr&stage=gcse#ocr
https://isaaccomputerscience.org/topics/gcse?examBoard=ocr&stage=gcse#ocr
https://senecalearning.com/en-GB/
https://senecalearning.com/en-GB/
https://senecalearning.com/en-GB/
https://learncomputing.org/revision/gcse
https://learncomputing.org/revision/gcse
https://gocodeit.online/
https://time2code.today/python-course
https://time2code.today/python-course
https://time2code.today/python-course
https://missionencodeable.com/get-started
https://missionencodeable.com/get-started
https://missionencodeable.com/get-started
https://missionencodeable.com/get-started
https://bytes.csuk.io/csuk-menu/
https://bytes.csuk.io/csuk-menu/
https://bytes.csuk.io/csuk-menu/
https://www.pythonsponge.com/
https://blog.withcode.uk/
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